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Personally Identifiable Information (PII) 
Information that can be used to uniquely identify, contact, or locate a single person or can be used with other sources to uniquely identify a single individual.
The following data, often used for the express purpose of distinguishing individual identity, are considered to be PII:
Full name (if not common) 
National identification number (e.g. Social Security Number)
IP address (in some cases) 
Vehicle registration plate number 
Driver's license number 
Face, fingerprints, or handwriting 
Credit card numbers 
Digital identity 
Birthday 
Birthplace 
Genetic information 
The following are less often used to distinguish individual identity, because they are traits shared by many people. However, they are potentially PII, because they may be combined with other personal information to identify an individual.
First or last name, if common 
Country, state, or city of residence 
Age, especially if non-specific 
Gender or race 
Name of the school they attend or workplace 
Grades, salary, or job position 
Criminal record
Electronic protected health information (ePHI)  
Any protected health information (PHI) which is created, stored, transmitted, or received electronically. All protected health information (PHI) is subject to the federal HIPAA regulation. It refers to any information that identifies an individual (usually a patient) and relates to at least one of the following:
The individual's past, present or future physical or mental health 
The provision of health care to the individual 
Past, present, or future payment for health care 
ePHI includes any medium used to store, transmit, or receive PHI electronically. The following and any future technologies used for accessing, transmitting, or receiving PHI electronically are covered by the HIPAA Security Rule:
Media containing data at rest (storage) 
· PCs with their internal hard drives used at work, home, or traveling 
· External portable hard drives, including iPods, etc. 
· Magnetic tape 
· Removable storage devices such as USB memory sticks, CDs, DVDs, and floppy disks 
· PDAs, smart phones 
Data in transit, via wireless, Ethernet, modem, DSL or cable network connections 
· Email 
· File transfer 
Family Education Rights and Privacy Act of 1974 (FERPA) 
Federal law that protects the privacy of student education records. Students have specific, protected rights regarding the release of such records and FERPA requires that schools adhere strictly to these guidelines. 
FERPA gives students the following rights regarding educational records: 
The right to access educational records kept by the school; 
The right to demand educational records be disclosed only with student consent; 
The right to amend educational records; 
The right to file complaints against the school for disclosing educational records in violation of FERPA. 
Students have a right to know about the purpose, content, and location of information kept as a part of their educational records. They also have a right to expect that information in their educational records will be kept confidential unless they give permission to the school to disclose such information. Therefore, it is important to understand how educational records are defined under FERPA. Educational records are defined by FERPA as: Records that directly relate to a student and that are maintained by an educational agency or school or by a party acting for the agency or school. 
Any record that contains personally identifiable information that is directly related to the student is an educational record under FERPA. This information can also include records kept by the school in the form of student files, student system databases kept in storage devices such as servers, or recordings or broadcasts which may include student projects. 
Records Not Considered As Educational Records 
The following items are not considered educational records under FERPA: 
Private notes of teachers
Campus police records; 
Medical records; 
Statistical data compilations that contain no mention of personally identifiable information about any specific student. 
  
Teacher notes, data compilation, and administrative records kept exclusively by the maker of the records that are not accessible or revealed to anyone else are not considered educational records and, therefore, fall outside of the FERPA disclosure guidelines. However, these records may be protected under other state or federal laws such as the doctor/patient privilege.  
Two Types of Educational Records 
There are two types of educational records as defined under FERPA. Each type of educational record is afforded different disclosure protections. Therefore, it is important to know the type of educational record that is being considered for disclosure. 
Directory Information 
Some information in a student's educational record is defined as directory information under FERPA. Under a strict reading of FERPA, the school may disclose this type of information without the written consent of the student. However, the student can exercise the option to restrict the release of directory information by submitting a formal request to the school to limit disclosure. Directory information may include: 
Name; 
Address; 
Phone number and email address; 
Dates of attendance; 
Degree(s) awarded; 
Enrollment status; 
Major field of study. 
  
Though it is not specifically required by FERPA, schools should always disclose to the student that such information is considered by the school to be directory information and, as such, may be disclosed to a third party upon request. 
Non-directory Information 
Non-directory information is any educational record not considered directory information. Non-directory information must not be released to anyone, including parents of the student, without the prior written consent of the student. Further, teachers can access non-directory information only if they have a legitimate academic need to do so. Non-directory information may include: 
Social security numbers; 
Student identification number; 
Race, ethnicity, and/or nationality; 
Gender 
Transcripts; grade reports  
Transcripts are non-directory information and, therefore, are protected educational records under FERPA. Students have a right to privacy regarding transcripts held by the school where third parties seek transcript copies. Schools should require that students first submit a written request to have transcripts sent to any third party as the privilege of privacy of this information is held by the student under FERPA. 
Prior Written Consent 
In general, a student's prior written consent is always required before schools can legitimately disclose non-directory information. Schools may tailor a consent form to meet their unique academic needs. However, prior written consent must include the following elements: 
Specify the records to be disclosed; 
State the purpose of the disclosure; 
Identify the party or class of parties to whom the disclosure is to be made; 
The date; 
The signature of the student whose record is to be disclosed; 
The signature of the custodian of the educational record. 
 Prior written consent is not required when disclosure is made directly to the student or to other school officials within the same school where there is a legitimate educational interest. A legitimate educational interest may include enrollment or transfer matters, financial aid issues, or information requested by regional accrediting organizations. 
Schools do not need prior written consent to disclose non-directory information where the health and safety of the student is at issue, when complying with a judicial order or subpoena, or where, as a result of a crime of violence, a disciplinary hearing was conducted by the school, a final decision was recorded, and the alleged victim seeks disclosure. In order for schools to be able to disseminate non-directory information in these instances FERPA requires that schools annually publish the policies and procedures that the will be followed in order to meet FERPA guidelines. 
FERPA has strict guidelines regarding disclosing the educational records of dependent students. Though FERPA allows such disclosure, the act mandates that the school first publish clearly delineated policies and procedures for the disclosure of these records. The school must publish these guidelines annually in a format that is easily accessible to interested parties. 

 Health Insurance Portability and Accountability Act (HIPAA)  
As it relates to protected health information (PHI), the Security Rule and the Privacy Rule are applicable, and complement each other. While the Privacy Rule pertains to all Protected Health Information (PHI) including paper and electronic, the Security Rule deals specifically with Electronic Protected Health Information (EPHI). It lays out three types of security safeguards required for compliance: administrative, physical, and technical. For each of these types, the Rule identifies various security standards, and for each standard, it names both required and addressable implementation specifications. Required specifications must be adopted and administered as dictated by the Rule. Addressable specifications are more flexible. Individual covered entities can evaluate their own situation and determine the best way to implement addressable specifications.
The standards and specifications are as follows:
Administrative Safeguards – policies and procedures designed to clearly show how the entity will comply with the act 
· Covered entities (entities that must comply with HIPAA requirements) must adopt a written set of privacy procedures and designate a privacy officer to be responsible for developing and implementing all required policies and procedures. 
· The policies and procedures must reference management oversight and organizational buy-in to compliance with the documented security controls. 
· Procedures should clearly identify employees or classes of employees who will have access to electronic protected health information (EPHI). Access to EPHI must be restricted to only those employees who have a need for it to complete their job function. 
· The procedures must address access authorization, establishment, modification, and termination. 
· Entities must show that an appropriate ongoing training program regarding the handling of PHI is provided to employees performing health plan administrative functions. 
· Covered entities that out-source some of their business processes to a third party must ensure that their vendors also have a framework in place to comply with HIPAA requirements. Companies typically gain this assurance through clauses in the contracts stating that the vendor will meet the same data protection requirements that apply to the covered entity. Care must be taken to determine if the vendor further out-sources any data handling functions to other vendors and monitor whether appropriate contracts and controls are in place. 
· A contingency plan should be in place for responding to emergencies. Covered entities are responsible for backing up their data and having disaster recovery procedures in place. The plan should document data priority and failure analysis, testing activities, and change control procedures. 
· Internal audits play a key role in HIPAA compliance by reviewing operations with the goal of identifying potential security violations. Policies and procedures should specifically document the scope, frequency, and procedures of audits. Audits should be both routine and event-based. 
· Procedures should document instructions for addressing and responding to security breaches that are identified either during the audit or the normal course of operations. 
Physical Safeguards – controlling physical access to protect against inappropriate access to protected data 
· Controls must govern the introduction and removal of hardware and software from the network. (When equipment is retired it must be disposed of properly to ensure that PHI is not compromised.) 
· Access to equipment containing health information should be carefully controlled and monitored. 
· Access to hardware and software must be limited to properly authorized individuals. 
· Required access controls consist of facility security plans, maintenance records, and visitor sign-in and escorts. 
· Policies are required to address proper workstation use. Workstations should be removed from high traffic areas and monitor screens should not be in direct view of the public. 
· If the covered entities utilize contractors or agents, they too must be fully trained on their physical access responsibilities. 
Technical Safeguards – controlling access to computer systems and enabling covered entities to protect communications containing PHI transmitted electronically over open networks from being intercepted by anyone other than the intended recipient. 
· Information systems housing PHI must be protected from intrusion. When information flows over open networks, some form of encryption must be utilized. If closed systems/networks are utilized, existing access controls are considered sufficient and encryption is optional. 
· Each covered entity is responsible for ensuring that the data within its systems has not been changed or erased in an unauthorized manner. 
· Data corroboration, including the use of check sum, double-keying, message authentication, and digital signature may be used to ensure data integrity. 
· Covered entities must also authenticate entities with which they communicate. Authentication consists of corroborating that an entity is who it claims to be. Examples of corroboration include: password systems, two or three-way handshakes, telephone call back, and token systems. 
· Covered entities must make documentation of their HIPAA practices available to the government to determine compliance. 
· In addition to policies and procedures and access records, information technology documentation should also include a written record of all configuration settings on the components of the network because these components are complex, configurable, and always changing. 
· Documented risk analysis and risk management programs are required. Covered entities must carefully consider the risks of their operations as they implement systems to comply with the act. (The requirement of risk analysis and risk management implies that the act’s security requirements are a minimum standard and places responsibility on covered entities to take all reasonable precautions necessary to prevent PHI from being used for non-health purposes.)

